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/cmd switch, 330

/compact switch, 330

/repair switch, 330

/ro switch, 330

/Runtime option, 230

/x switch, 330

/decompile shortcut switch, 266

A

accelerator keys, homemade, 45-47
Access 2000, new security features, 18
Access 2002
new security features, 17-18
recovering data from XML files, 137-38

using XML methods to export tables,
134-37

Access accounts, logging, 176-82
completing user log, 180-82
initiating user log, 178-80
overview, 176-78

Access Data Projects (ADPs), 390-91

Access Editors group, 405, 407, 418, 437
assigning network account to, 425-27

bundling related databases in same
folder used by, 438

denying ability to list contents of folder,
429-33

denying ability to list files in folder,
428-29

setting permissions for folder to be used
by, 420-24

setting up new, 416-17
testing permissions, 424-25, 434-36

Access Editors Properties dialog, 417

Access Login column (on Access
Workbench), 175

Access protected folder strategy, 427-39

denying users ability to list folder
contents, 429-33

other permission-related topics, 438-39
overview, 427-28
setting up new DBA group, 428-29
and shortcut files, 436-37
testing permissions, 434-36
Access security newsgroup, 241
Access Special Keys option, 30
Access Unlimited newsletter, 21
Access Workbench program, 148, 173-76

ActiveX Data Objects. See ADOs (ActiveX
Data Objects)

Add New User dialog, 425
Add User xxx To Group command, 257
admin account, 253

Administer permissions, 253, 368, 369,
370, 394

Administrator account, 420
Administrators group, 422, 424
Admins administration group, 256

Admins group, 251, 252, 253, 256, 259, 260,
367,370, 371

ADO connection, 166, 168, 175

ADO database passwords, 304

ADO Extensions (ADOX) library, 259, 399
ADO library, 18, 164, 166

ADO RecordSet property, 377

ADOs (ActiveX Data Objects), 116, 135, 138,
139, 164
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ADP, 390, 391, 400 autoexec.bat file, 83-84
adPersistADTG constant, 139 Autokeys macro, 46
adPersistXML constant, 139 Automation command, 302
ADPs (Access Data Projects), 390-91 AWinA. See Anonymous Windows
advapi32.dll file, 188 Authentication (AWinA)
Allow Access Special Keys option, 102 AWInA Group account, 354
Allow ByPass Key option, 290
AllowByPass option, 86, 390 B
AllowByPassKey property, 25, 42-45, 47, backing up and recovering databases,
220, 224 109-59
AllowToolbarChanges option, 29 compacting databases, 124-28
ALREADYOPEN constant, 116 creating compressed (.ZIP) archives,

Alter User xxx Password command, 257 122-24

Anonymous Admin account, 310-11, exporting and recovering programming
367, 371 objects, 140-52

exporting all programmable objects
to text files, 142-45

exporting of objects to text, how
works, 147-52

anonymous Admin user
explanation of term, 309-10

varying permissions for on individual
tables, 313-15

Anonymous Windows Authentication
(AWIinA), 308, 346-49, 350-55

Anonymous Windows Authentication Pro,
353-54

anti-spyware software, 446

exporting VBA module to text file,
140-41

importing all programmable objects
into blank database, 145-47

importing VBA text file back into
database, 141

antivirus software, 446 .
overview, 140

API (application programming interface), 187 saving and retrieving objects by using

Append to Existing Data option, 137 hidden methods, 141-42
Application object, 126, 134, 142, 145 further reading, 158-59
application programming interface (API), 187 how the text backup files help, 152-56
Apress Web site, 20 multi-user databases, 112-20
attributes. See database options and checking whether anyone has
attributes database open, 113-18

Attributes property, 75 overview, 112-13
author's email address, 21 setting automatic shutdowns before
Auto Compact Percentage property, 59 scheduled backups, 118-20
AutoExec macro, 83-87, 162, 277 normal backups, 120-22

adding forms to database with, 118 overview, 9, 109-11, 447

alternative to, 330 saving tables to text files, 128-39

creating, 84-86 overview, 128-29

use of, 86-87 recovering data from Access 2002

XML files, 137-38
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recovering data from comma- Commands form, 207
delimited text files, 132-34 Compact Database option, 124
saving tables to comma-delimited Compact on Close option, 52, 57-59
text files, 129-32 compacting databases, 124-28
using Access 2002 XML methods to .
export tables, 134-37 CompactRepair method, 126, 128
ZIP) files, 91, 122-24, 291, 292
using ADO to generate XML files in compressed (.ZIP) files 9
Access 2000, 139 Computer column (on Access
. Workb h), 174
by using Access 2003, 156-58 orkbench) o
Backup menu command, 157 computer name, retrieving, 187-88, 189-90
BAS files, 149, 151 ComputerName._FX module, 179, 189-90
basGR10_Files module, 93 computers,.logglng, 176-82
basGR8_RefreshTableLinks module, 93 .co.n.ipl.etmg user log, 180-82
basGR8_Startup module, 93, 184, 188 1n1t1at.1ng user log, 178-80
basOpenProtected module, 378, 380, 381 overview, 176-78
firm Acti . tion, 53,
Begin a Group command, 204 Con %rm ction Queries OP ion 53% 63
building security, 447 Conf?rm Doc.ument Deletions option, 53
Built-in Form View toolbar, 201 Conf%rm options, 61-62 _
built-in menus, 224-29 Confirm Record Changes option, 53
built-in toolbars, 222 Create User command, .j257
bundling related databases in folder, 438 CreateNewWorkgroupFile method, 257
P hod, 36, 4
Bypass key, 31, 44-45 CreateProperty method, 36, 40
CurrentUser function, 179, 190, 317, 318
C Custom command, 211
custom menu
Cancel button, 34 L
] building, 204-8
Categories form, 264, 322 . .
. options requiring, 28-29
Categories table, 134, 153
. custom toolbar menu, 201-4
Chipman, Mary, 283, 360
Customers form, 153
Click event, 380
client-based Access front ends, 438-39 D
Cogan, Adam, 450 _
Collins, Kevin, 172 DAO (Data'Access Obijects), 35, 116, 149
ColumnHidden property, 78 DAO function, 118
DAO li , 215, 259, 271,
columns, hiding from users, 78 O library, 215, 259, 271, 370
L. . DAO permissions, 280
comma-delimited text files
DAO TableDef collection, 12
recovering data from, 132-34 O TableDef collection, 129
DAO k bject, 115
saving tables to, 129-32 workspace objec
Command Button wizard, 97 DAP (dat.a a.lc‘cess pages), 385-90, 400
CommandBar object, 199, 226, 228, 229 Data Defl'nl'tl.on Language. See DDL (Data
Definition Language)
477
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Data Link Properties dialog, 386
data piracy, 449

Database Administer property, 279
database administrators (DBAS)

and database options and attributes,
51-52

and database passwords, 289
and good programming practices, 83
and object protection, 365

and operating system use in protecting
database, 404

and protecting database with menus
and toolbars, 198

and startup options, 24-25

and user and object surveillance, 163

and workgroup security, 235-36, 308
database developers

and database options and attributes,
51-52

and database passwords, 289
and good programming practices, 82
and object protection, 364-65

and operating system use in protecting
database, 404

and protecting database with menus
and toolbars, 199

and startup options, 24
and user and object surveillance, 162
and workgroup security, 235, 308

database options and attributes, 49-80.
See also protection-related database
options

further reading, 79

hiding objects in Database window,
67-78

hidden module exposure by VBA
Editor, 70-72

hiding columns from users, 78

listing system and temporary tables
in database, 77-78

making tables read-only system
tables, 75-76

selecting/clearing hidden attributes
for all objects, 73-74

temporary tables and hidden tables,
76-77

by using VBA Code, 73
overview, 49-52
database passwords, 298-304
adding to database, 299-300
alternatives to using, 304

entering and confirming on peer-to-
peer server, 426

further reading, 305
implementation of, 300
importance of, 448

and linked tables, 302
and MDE format, 394

opening database with in Access 2002,
302-3

overview, 298-99
password retrieval programs, 289
password-cracking programs, 393

protecting with workgroup security,
300-301

situations in which to use, 303-4
Database Splitter wizard, 88-89, 311, 410
database upgrade, preventing, 265
Database window, 69

displaying, 27-28

hiding objects in, 67-78

hidden module exposure by VBA
Editor, 70-72

hiding columns from users, 78
listing system and temporary tables
in database, 77-78

making tables read-only system
tables, 75-76

selecting/clearing hidden attributes
for all objects, 73-74
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temporary tables and hidden tables,
76-77

by using VBA Code, 73
DBA group, 407, 428-29
DBAs. See database administrators (DBAs)
dbHiddenObiject attribute, 76
DBLock program, 170
dbSystemObject table, 76
DDL (Data Definition Language)
overview, 38
protection for startup options
applying, 44
software used for, 40-41
for workgroup-secured databases, 39
ddIRequired variable, 37
Default Open Mode option, 53, 65
default shortcut menus, 222-23
defragging hard drive, 447
deleteMdbToFirst argument, 127
DeleteStartupProps function, 31, 40-41
demonstration material, 10-13
Deny permission, 432, 433, 434
Design View command, 208, 222, 378
developer workgroup file, 311, 318
access to, 355, 356

entering information about into wizard
fields, 366-67

in Northwind database, 334
and permissions for objects (tables), 346

and User-Level Security wizard in
Access 97, 344

developers. See database developers

DLLs (dynamic-link libraries), 188
DoCmd.Open methods, 183
DoCmd.OpenForm procedure, 186
DoCmd.OpenReport methods, 182

drives, defragging, 447

Drop User xxx From Group command, 257
dual workgroups, 354

dynamic-link libraries (DLLs), 188

E
Editor account, 318, 334, 341-42
Editors group. See Access Editors group
email address of author, 21
email issues, 448
employee security considerations, 332
enableMenultem function, 226, 227, 228
encryption, 291-95, 399
End button, 99
Err.Description method, 103
Err.Number method, 103
error handling, 97-105
by Access wizards, 97-99
effects of not having, 99-100
overview, 97
removing Debug button, 101-2

returning code to location of error,
104-5

and writing good code, 102-4
Every Windows User account, 351
Everyone group, 421, 422
Excel application, 373

exporting and recovering programming
objects, 140-52

exporting all programmable objects to
text files, 142-45

exporting of objects to text, how works,
147-52

exporting VBA module to text file,
140-41

importing all programmable objects
into blank database, 145-47

importing VBA text file back into
database, 141

overview, 140

saving and retrieving objects by using
hidden methods, 141-42

exportObjectsToText_FX subroutine, 147
ExportXML method, 134, 135, 139
Expression Builder, 85

eXtended Markup Language. See XML
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F

F8 (Step Through Code key), 104
FAT file system, 408, 439, 440-41
FAT32 file system, 355
FileDialog object, 18, 94, 95
FILENAME constant, 327
Find File dialog, 91
firewalls, 411, 444, 446-47
folders
bundling related databases in same, 438

denying users ability to list contents of,
429-33

setting permissions on, 420-24
Form View and Report Preview mode, 224
Form View shortcut menu, 208, 210, 222, 229
Form View toolbar, 201, 203
form-based read-only mode, 317
forms

integrating menus into, 212-24

adding custom toolbars and shortcut
menus to all forms, 213-18

menu and toolbar startup options,
218-24

overview, 212-13

protecting by using VBA code, 377-80

using in MDE databases, 394-95
frmAdvancedOptions form, 66
frmAutoShutdown form, 118
frmBackupAllObjects form, 143
frmCheckandChangeOwnership form, 273
frmClassy form, 381
frmCmdLine form, 327
frmCompactDatabase form, 126
frmCompactEasy form, 124
frmConvertToMDE form, 395-98
frmDevelopersWorkgroup form, 256
frmDisableMenultems form, 224, 225
frmEditFindOptions form, 62, 63

frmErrorHandling form, 97-98, 100, 101,
102, 103, 105

frmFindNoStartups form, 195
frmGeneralOptions form, 60
frmGR8_unloadAll form, 129

frmHiddenAndSystemObjects form, 73, 74,
75,77

frmIsDBopenDAO form, 114
frmJetUserRoster. See Jet User Roster form

frmJetUserRoster form, 164, 165, 175,
176, 192

frmLaunchPassword form, 303
frmMakeUserLogs form, 177, 178-79, 181
frmOpenUnbound form, 395
frmProtectModule form, 239, 281
frmRelinkDatabase form, 93, 94, 95
frmSafeFormMenus form, 213, 215
frmSafeReportMenus form, 218
frmShowMenus form, 230

frmStartupProperties form, 31-33, 35, 39,
41, 43, 44, 45, 46, 220

frmUnload2002xml form, 135

frmUnloadADOxml form, 139

frmUserObjectLogs, 176-77

frmUserObjectLogs form, 177

Full Data Users group
permissions to access data, 321

permissions to change data in
database, 336

removing permissions granted to, 375
reviewing permissions, 342

full menus, 221-22

functions, adding to toolbars, 210-11

further reading. See reading resources

G

General tab, 52, 53-61
changing with VBA Code, 60-61
Compact on Close option, 57-59
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overview, 53-54

Recently Used File List option, 54-56

removing personal information, 56-57
GetHiddenAttribute method, 73-74
GetOption method, 60, 62, 66, 67
global unique identifier (GUID), 166
Google search engine, 19
Graf-FX shareware program, 280
Group account

changes made to, 340

Group account SIDs, 349

hidden, 347-48

Modify Design and Administer
permissions, 368, 369, 370

personal IDs for, 339

setting up and adding new user to,
318-20

and User-Level Security wizard, 334, 336
Group and Users Permissions dialog, 267
Group ID, 336
groups, organizing users in, 331
GUID (global unique identifier), 166
Gunderloy, Mike, 20

H

hard drives, defragging, 447

Has Module property, 380

hidden attributes, 73-74

hidden methods, 141-42

Hidden property, 371, 374, 377, 381, 382
hidden tables, 76-77

HideDBObjects function, 85

hiding objects in Database window, 67-78

hidden module exposure by VBA
Editor, 70-72

hiding columns from users, 78

listing system and temporary tables in
database, 77-78

making tables read-only system tables,
75-76

selecting/clearing hidden attributes for
all objects, 73-74

temporary tables and hidden tables,
7677

by using VBA Code, 73
home computer security, 448

homemade accelerator keys, 45-47

I

Immediate window, 244, 269
Import command, 137, 156, 288, 289, 291
Import Objects wizard, 155, 156
importing

all programmable objects into blank

database, 145-47

objects from other databases, 289-91
ImportXML method, 134
Insert query, 63

installing front-end databases on client PC,
96-97

Internet use, 448
IsDatabaseOpen function, 114, 115, 116
IsMissing function, 186
IT managers
and database options and attributes, 52
and database passwords, 288
and good programming practices, 83
and object protection, 365

and operating system use in protecting
database, 405

and startup options, 25
and user and object surveillance, 163

and workgroup security, 236, 309

J

Jet OLEDB:Database Password property, 304
Jet OLEDB:System Database property, 387
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Jet User Roster form, 163-69

preventing more users from logging on,
165-66

retrieving user roster by using VBA
code, 166-69

Jet workspace object, 396
JetUtils.exe file, 169

K
Kill function, 139

L
laptop theft, 447
.LDB files, 65, 112, 113, 172, 407, 430
LDBView utility, 169-73
limited users, 326, 352, 414, 427, 443
link manager, customized, 93-94
Link Manager wizard, 95
Linked Table Manager, 373, 374
Linked Table Manager dialog box, 91
linked tables, 87, 90, 91-93

and database passwords, 302

protecting paths with remote queries,
371-74

LoadFromText method, 111, 142, 145, 147
local data protection, 8
Local Users and Groups dialog, 415,417, 418
locking out users, 176
logging
individual Access forms and reports,
184-87

Windows users, computers, and Access
accounts, 176-82

completing user log, 180-82
initiating user log, 178-80
overview, 176-78
LogOffTime column, 181
Logon dialog, 249

M

macros, protecting, 382

Main Switchboard form command, 207
MAKEMDE constant, 398

McNally, Mark, 173

MDB database, 390, 391, 393, 399

MDB format, 289, 390, 393, 394

MDE format, 391-99

creating MDE database automatically,
395-99

and database passwords, 394
encrypting MDE databases, 399

hiding location of front-end database, 437
hiding queries in MDE databases, 394
overview, 8, 15

problems with, 393

using forms in MDE databases, 394-95

when MDE database is applicable,
392-93

and workgroup security, 394
.MDW files, 244, 245
Me column (on Access Workbench), 174
menus, 197-232
allowing changes, 29-30
building, 199-210
custom menu, 204-8
custom toolbar menu, 201-4
overview, 199-200
shortcut menu, 208-10
built-in, modifying, 224-29

custom development of, options
requiring, 28-29

integrating menus into forms and
reports, 212-24

adding custom toolbars and shortcut
menus to all forms, 213-18

menu and toolbar startup options,
218-24

overview, 212-13

overview, 197-99
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Microsoft Excel application, 373 and database passwords, 394
Microsoft Word, 292, 300 encrypting MDE databases, 399
Modify Design permission, 394 hiding queries in MDE databases, 394
Modify permission, 430 problems with, 393
module permissions, 370 using forms in MDE databases,
MS Access Workgroup Administrator.Ink 394-95
file, 245 when MDE database is applicable,
MSGMINS constant, 118 392-93
MSysACEs table, 349 and workgroup security, 394
MSysCompactError system table, 58, 59 overview, 363-65
multi-user databases, backing up and protecting forms by using VBA code,
recovering, 112-20 377-80
checking whether anyone has database protecting linked tables’ paths with
open, 113-18 remote queries, 371-74
overview, 112-13 protecting macros by using VBA code, 382
setting automatic shutdowns before protecting query design, 374-76
scheduled backups, 118-20 protecting reports by using VBA code, 381
protecting VBA code by using
N password, 382-84
network account, assigning to Access using datell(access page§ w1?t)l§5 90
Editors group, 425-27 workgroup security, a
network shares, hiding, 413 and workgroup security, 365-71
New Group dialog, 416 developer workgroup file, 366-67
New Menu command, 205 overview, 365
New User/Group dialog, 319 workgroup permissions, 368-71
newsgroup for Access security, 241 objects. See also op]ect protection; user and
object surveillance
No Read Definitions error, 376 . .
exporting to text files, 142-45
Northwind database example, 13-14 .
exporting to text, how works, 147-52
NTFS file format, 355, 408, 439-41, 444, 450 . L
importing into blank database, 145-47
Null qualifier, 259 . .
ownership of, maintaining and change
of, 269-73
O preventing reading of design, 264
object protection, 363-401 securing, 262-64
Access Data Projects (ADPs), 390-91 transferring ownership of, 26769
further reading, 399-400 Office security patches, 446, 450
hiding query (design) in forms and VBA On Action drop-down list, 211
code, 376-77 onClick event
MDE format, 391-99 of Finish button, 60, 63
creating MDE fiatabase of Refresh button, 33, 62, 66
automatically, 395-99
483
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Open Database option, 266
Open Exclusive permission, 275, 394

OpenCurrentDatabase method, 298, 302,
303, 304

OpenDatabase method, 304
OpenForm_FX function, 184, 184-86

opening of Access 97 databases in Access
2000 or later, preventing, 266

OpenReport methods, 162
OpenReport_FX function, 186
Open/Run permission, 239, 336, 369, 370
clearing, 275-76
and database importation, 268

operating system, protecting and securing
database with, 403-51

Access protected folder strategy, 427-39

denying users ability to list folder
contents, 429-33

other permission-related topics,
438-39

overview, 427-28

setting up new DBA group, 428-29
and shortcut files, 436-37

testing permissions, 434-36
whether works, 434

applicable operating system security
overview, 406-9

computer and network issues, 446-47
further reading, 449-500

NTES format, 439-41

overview, 15-17, 403-5

people issues, 447-49

proof-of-concept operating system
security, 409-27

adding users to the group, 417-19

assigning network account to Editors
group, 425-27

overview, 410-11

preparing databases in protected
folder, 410-11

setting permissions on folder, 420-24

setting up network share, 411-13

setting up new Access Editors group,
416-17

setting up user account, 413-15

testing new Windows account,
419-20

testing permissions, 424-25

protecting against unattended
computers, 441-43

Windows XP, 443-45

options. See database options and
attributes

Options dialog box, 52
Orders table, 341, 357, 371, 372
organizing users in groups, 331

ownership of database and its objects,
transferring, 267-69

P

passwords. See also database passwords
protecting VBA code with, 305, 382-84
screen saver password security, 441-42
selection and protection of, 448

PDF printer driver, 341

peer-to-peer networks, 404, 406, 408, 425, 426

Permission Entry dialog, 432

personal identifiers. See PIDs (personal
identifiers)

personal information, removing, 56-57
PID authentication, 345-55

Anonymous Windows Authentication
(AWinA), 346-49, 350-55

Anonymous Windows Authentication
Pro, 353-54

dual workgroups, 354
overview, 345-46

PIDs (personal identifiers), 243, 296, 309,
318, 336

piracy
data, 449

software, 448
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programming of startup options, 30-41
demonstration form, 31-34

manipulating startup properties with
VBA code, 34-37

overview, 30-31

preventing end users from changing
startup properties, 37-41

programming practices, good, 81-107
AutoExec macro, 83-87
creating, 84-86
use of, 86-87
error handling, 97-105
by Access wizards, 97-99
effects of not having, 99-100
overview, 97
removing Debug button, 101-2

returning code to location of error,
104-5

writing good code, 102-4

further reading, 105-7

overview, 81-82, 82-83

splitting databases, 87-97
customized link manager, 93-94
Database Splitter wizard, 88-89

delivering new front-end database
with linked tables, 91-93

implementing relinking software, 95

installing front-end databases on
client PC, 96-97

linking by using UNCs rather than
mapped drives, 95-96

overview, 87
reasons for, 90
when not to, 96

proof-of-concept operating system
security, 409-27

adding users to group, 417-19

assigning network account to Editors
group, 425-27

overview, 410-11

preparing databases in protected
folder, 410-11

setting permissions on folder, 420-24
setting up network share, 411-13

setting up new Access Editors group,
416-17

setting up user account, 413-15
testing new Windows account, 419-20
testing permissions, 424-25

protected folder strategy. See Access
protected folder strategy

Protection menu, 219

protection-related database options, 52-67

Advanced tab, 65-67

Edit/Find tab, 61-64

General tab, 53-61
changing with VBA Code, 60-61
Compact on Close option, 57-59
overview, 53-54
Recently Used File List option, 54-56

removing personal information,
56-57

overview, 52-53

Q

queries, hiding in MDE databases, 394
query design
hiding in forms and VBA code, 376-77
protecting, 374-76
Query Permissions property, 376
Query Properties dialog, 371
Quit method, 118

R

Read Data permission, 268

Read Design permission, 268, 279, 280,
369, 394
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reading resources permissions granted to ubiquitous
backing up and recovering databases, Users group, 367, 375
158-59 personal information, 56-57
database options and attributes, 79 renaming user and security commands,
encryption and database passwords, 305 254-55
general information, 19-20 Repair option, 124
good programming practices, 105-7 reports
object protection and security, 399-400 integrating menus into, 212-24
operating system, protecting and adding custom toolbars and shortcut
securing database with, 449-500 menus to all forms, 213-18
protecting database with menus and menu and toolbar startup options,
toolbars, 229-31 218-24
startup options, 47 overview, 212-13
user and object surveillance, 193-95 protecting by using VBA code, 381
workgroup security, 282-84, 360-61 resources. See reading resources
Read-Only group, 438 Restricted User option, 414
read-only permission, 310, 316 retrieving
allowing for ubiquitous users, 315-17 computer name, 187-88, 189-90
applying to shortcut files, 437 objects by using hidden methods,
form-based read-only mode, 317 141-42
making table a read-only system table, user roster by using VBA code, 166-69
75-76 Windows user ID, 187-89
setting up read-only group, 438 workgroup user name, 187-88, 190-91
Recently Used File List option, 52, 54-56 Rice, Frank, 283
RecordSet property, 377 rptGR8_UserLogs report, 181, 183-84
RecordSource property, 373, 376, 377, Run Permissions properties, 358
394, 395 RWOP (Read with Owner Permissions)
recovering databases. See backing up and queries, 357-58, 37476
recovering databases
References command, 393 S
relinking software, implementing, 95 Save method, 139
remote queries SaveAsText method, 144
using in normal development, 373-74 SaveToText method, 142
when require additional VBA coding, saving tables to text files, 128-39
374-75

overview, 128-29

Remove Personal Information option, 52 recovering data from Access 2002 XML

removing files, 137-38
Debug button, 101-2 recovering data from comma-delimited
permissions granted to Full Data Users text files, 132-34
group, 375
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saving tables to comma-delimited text Show Hidden Objects option, 53, 290
files, 129-32 Show System Objects option, 53
using Access 2002 XML methods to SHUTDOWNHOUR constant, 118
) export tables, 134-37 o SIDs (special identifiers), 243, 245, 283
us1ng2i)cgst802%e(z)l(l)erl'<§§ XML files in Skipped LDB column (on Access
’ . Workbench), 175
screen saver password security, 441-42 Smart Access magazine, 20
Secon.d Copy product, 121, 122 software piracy, 448
Secur.lty command, 348 ) software updates, 446
security commands, renaming, 254-55 special identifiers (SIDs), 243, 245, 283
ity dialog, 422 . .
Secur% y .1a o8 Special Keys option, 30
Secur‘lty library, 135 splitting databases, 87-97
secur%ty n(.awsgroup, Access, 241 customized link manager, 93-94
security wizards, 333-45 Database Splitter wizard, 88-89
Access 2000 (or Later) User-Level S .
Security Wizard. 334-43 delivering new front-end database with
ty ’ linked tables, 91-93
overview, 334 . - 1
implementing relinking software, 95
results of, 340-43 . . .
installing front-end databases on client
steps to protecting data with, 334-40 PC, 96-97
Access 97 User-Level Security Wizard, linking by using UNCs, 95-96
343-45 .
overview, 87
overview, 333
reasons for, 90
dK thod, 124
SendKeys metho when not to, 96
server-based databases, 10, 359-60
spyware, 446
tDefaultWork: Fil thod, 257
Se é au or. groupFile method, 25 SQL commands, 259
SetHiddenAttribute method, 73-74 SQL queries, 18, 291
tOpti thod, 60, 62,
SetOp 10.ns method, 60, 62, 66 SQL Server, 360, 406
SetWarnings method, 64 Startup dialog, 275
HIFT key. B K
S e3.r See Bypass Key Startup Display form, 26-27
shortcut files Startup menu bar, 220-21
and Access protected folder strategy, startup options
436-37 pop
opening databases with, 323-31 AllowByp ass‘Key property, 42-45
creating secure shortcut file, 326-29 DDL protection for
creating shortcut file, 323-26 software used for, 40-41
. for workgroup-secured databases, 39
overview, 323 _
with read-only command line option, 438 further reading, .47
shortcut menu, building, 208-10 manually changing, 25-30
Shortcut Menu property, 213 for m(.enus and toolbars, 218-24
Show Database Window, 290 Overview, 2323
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programming, 30-41
demonstration form, 31-34

manipulating startup properties with
VBA code, 34-37

overview, 30-31

preventing end users from changing
startup properties, 37-41

using homemade accelerator keys in
restricted environments, 45-47

Startup options dialog, 223
startup properties. See startup options

startup sequence, checking for users who
skip, 191-93

Startup Shortcut menu bar, 222
StartUpProps function, 31, 33, 34, 37, 40
StartupShowDBWindow property, 33, 34
Static statement, 379-80

Step Through Code key (F8), 104

surveillance. See user and object
surveillance

Suspect Exit column (on Access
Workbench), 175

suspect state, 165, 171
Switchboard Manager wizard, 204
SysCmd function, 318, 327, 398
system.mdw file, 242

T

TableDef collection, 129
TableDef object, 75
tables

linked, 87

delivering new front-end database
with, 91-93

protecting paths with remote
queries, 371-74

listing system and temporary tables in
database, 77-78

making read-only system tables, 75-76
overwriting permissions, 322

protecting, 313-15

saving to text files
overview, 128-29

recovering data from Access 2002
XML files, 137-38

recovering data from comma-
delimited text files, 132-34

saving tables to comma-delimited
text files, 129-32

using Access 2002 XML methods to
export tables, 134-37

using ADO to generate XML files in
Access 2000, 139

temporary tables and hidden tables,
76-77

testing
new Windows account, 419-20
permissions, 424-25, 434-36
text files, saving tables to
overview, 128-29

recovering data from Access 2002 XML
files, 137-38

recovering data from comma-delimited
text files, 132-34

saving tables to comma-delimited text
files, 129-32

using Access 2002 XML methods to
export tables, 134-37

using ADO to generate XML files in
Access 2000, 139

time logging functions, 186-87
Toolbar Properties dialog, 205
toolbars, 197-232
adding functions to, 210-11
allowing changes, 29-30
building, 199-200
built-in, modifying
custom development of, options
requiring, 28-29
overview, 197-99
triangle and asterisk [*] symbols, 317
TrimToNull function, 168
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U retrieving Windows user ID, 187-89
ubiquitous Users group, 355 retr ie\;iir;?g ‘ggﬂl(g(r)ogll) USer name,
allowing read-only rights for, 315-17, 334 _ Ratina o
. L . using VBA code to log use of individual
care with permissions assigned to, 313 Access forms and reports, 184-87
denying access to tables for, 322 user commands, renaming, 254-55
explanation of term, 309 User FX function. 179
removing permissions granted to, 367, 375 User-_Level Security Wizard
and User-Level Security wizard, 334, 336 for Access 2000 (or Later)
UNC (universal naming convention), 95-96 results of, 340-43
Understanding Microsoft Jet Locking (LDB steps to protecting data with, 334-40
Files), 172 '
. . . for Access 97, 343-45
universal naming convention (UNC), 95-96
. UserLog table, 191, 195
update of this book, 21 .
di Users and Groups dialog, 415, 416, 417
upgrading ]
. Users and Passwords dialog, 413, 415, 416
preventing, 265
L . Users group, 243
whether assists in security, 17 ]
. . adding new user to, 250
Use Access Special Keys option, 30 .
. Admin account as member of, 253
User Accounts wizard, 427 ) o
L. . changing permissions, 238-39
User and Group Permissions dialog, 368, 370
. . clearing Open/Run permission for,
user and object surveillance, 161-96 275_76
Access Workbench program, 173-76 Full Data Users group
checking for users who skip startup permissions to access data, 321
sequence, 191-93 o .
. permissions to change data in
further reading, 193-95 database. 336
Jet User Roster form, 163-69 removing permissions granted to, 375
preventing more users from logging reviewing permissions, 342
on, 165-66 . .
L . and password protection with
retrieving user roster by using VBA workgroup security, 300-301
code, 166-69 o
. - ubiquitous Users group, 355
LDBView utility, 169-73
. . allowing read-only rights for,
logging Windows users, computers, 315-17. 334
and Access accounts, 176-82 . T .
. care with permissions assigned to, 313
completing user log, 180-82 )
e denying access to tables for, 322
initiating user log, 178-80 .
. explanation of term, 309
overview, 176-78 . o
) removing permissions granted to,
overview, 161-62 367. 375
recording when objects are opened, and User-Level Security wizard,
182-87 334, 336
retrieving computer name, 187-88, using permissions to tame, 278-82
189-90
USys prefix, 70
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VBA Editor, hidden module exposure by,
70-72

VBA (Visual Basic for Applications)
changing General tab with, 60-61
code management in Access 2000, 18
creating MDE database using, 395-99
exporting VBA module to text file, 140-41
to help manage menus, 223-24
hiding query (design) in, 376-77

importing VBA text file back into
database, 141

manipulating startup properties with,
34-37

off the AllowByPass option by using, 390
and PCode, 391-92
project passwords, 305, 382-84

protecting code by using password,
382-84

protecting forms by using, 377-80
protecting reports by using, 380-81
and remote queries, 374
Shell method, 327
View Toolbards Customize command, 223
View Toolbars Customize command, 201
virus software, 446
Visible property, 378

A\
Web surfing, 448

Windows account, testing new, 419-20
Windows permission group, 428, 438
Windows Server domain, 408

Windows User account, 346, 347-49, 351,
352, 354, 367

Windows user group, 410
Windows user ID, retrieving, 187-89

Windows users, logging, 176-82
completing user log, 180-82
initiating user log, 178-80
overview, 176-78

Windows XP, 443-45

With Owner permission, 279, 280

wizards. See also security wizards; User-
Level Security Wizard

Command Button wizard, 97
Database Splitter wizard, 88-89, 311, 410
error handling added by, 97-99
Import Objects wizard, 155, 156
Link Manager wizard, 95
Switchboard Manager wizard, 204
User Accounts wizard, 427
Word application, 292, 300
Workbench program, 148, 173-76
Workgroup Administrator dialog, 247
workgroup file. See workgroup security
workgroup permissions, 368-71

workgroup security, 20, 233-85, 307-62. See
also security wizards

building workgroup file in code, 256-61
database administrator overview, 308
database developer overview, 308

developer workgroup file strategy,
240-45

determining which workgroup file
and user, 243-44

what workgroup file is, 243

workgroup file database, 245
employee security considerations, 332
further reading, 282-84, 360-61

investigate operating system security as
alternative, 333

IT manager overview, 309

maintaining object ownership and
change of ownership, 269-73
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and MDE format, 394 protecting database passwords with,
and object protection, 365-71 300-301

developer workgroup file, 366-67 protecting data outside company
. network, 355-59
overview, 365
- ther th tection, 236-37
workgroup permissions, 368-71 rather than protection
. . . removing all permissions from admin
opening databases with shortcut files,
user, 276-77
323-31
. ) i d i ds,
creating secure shortcut file, 326-29 renamzl;lg_l;séer andsecurity commands
ti hortcut file, 323-26 . .
creating snorteut tie securing an object, 262-64
iew, 323 . .
Overview, securing database with developer
organizing users in groups, 331 workgroup file, 261
overview, 233-36, 307-8 server-based databases, 359-60
PID authentication, 345-55 setting database permissions, 273-76
Anonymous Windows terminology, 309-10
Authentication (AWinA), testing database permissions, 276
346-49, 350-55 8 P ’
ferri hip of
Anonymous Windows trans ieztrsr:)r;)g :Cv:snezr6s7 11;90 database and
Authentication Pro, 353-54 ) ’
trusting users by adopting same
dual work , 354
ual workgroups workgroup, 318-22
overview, 345-46 .
trusting workgroups to other users,
preparing developer workgroup file, 310-17
245-53 . .
allowing ubiquitous users read-only
creating and joining workgroup rights to data, 315-17
administration files, 246-48 . .
] changing ownership from
no logon dialog, 248-49 anonymous account, 310-11
setting up developer user account, form-based read-only mode, 317
249-53 .
overview, 310
workgroup administrator for Access RS
2002 or later, 245-46 protecting individual tables, 313-15
. Ise f .
workgroup administrator for Access StoPp?i:EZ:;: izzsel ; om opening
97 and 2000, 245 ’
. ing dat ith, 385-90
preventing database upgrade to later using data access pages wi
version of Access, 265 using permissions to tame users group,
. . 278-82
preventing opening Access 97 o
databases in Access 2000 or workgroup security files, 295-98
later, 266 workgroup user name, retrieving, 187-88,
preventing reading of object design and 190-91
permissions changes, 264 WRKGADM.EXE program, 245
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4~ ~3




* 126-7_Robinson index.fm Page 492 Monday, October 13, 2003 6:18 PM

Index

X Z
XML (eXtensible Markup Language) ZIP files, 91, 122-24, 291, 292
recovering data from XML files, 137-38

using Access 2002 XML methods to
export tables, 134-37

using ADO to generate XML files in
Access 2000, 139
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C forums.apress.com
FOR PROFESSIONALS BY PROFESSIONALS™

JOIN THE APRESS FORUMS AND BE PART OF OUR COMMUNITY. You'll find discussions that cover topics
of interest to IT professionals, programmers, and enthusiasts just like you. If you post a query to one of our
forums, you can expect that some of the best minds in the business—especially Apress authors, who all write
with The Expert's Voice™ —will chime in to help you. Why not aim to become one of our most valuable partic-
ipants (MVPs) and win cool stuff? Here's a sampling of what you'll find:

DATABASES PROGRAMMING/BUSINESS

Data drives everything.

Share information, exchange ideas, and discuss any database
programming or administration issues.

Unfortunately, it is.

Talk about the Apress line of books that cover software
methodology, best practices, and how programmers interact with
the “suits.”

INTERNET TECHNOLOGIES AND NETWORKING WEB DEVELOPMENT/DESIGN

Try living without plumbing (and eventually IPv6).

Talk about networking topics including protocols, design,
administration, wireless, wired, storage, backup, certifications,
trends, and new technologies.

Ugly doesn’t cut it anymore, and CGl is absurd.

Help is in sight for your site. Find design solutions for your
projects and get ideas for building an interactive Web site.

JAVA SECURITY

We’ve come a long way from the old Oak tree.

Hang out and discuss Java in whatever flavor you choose:
J2SE, J2EE, J2ME, Jakarta, and so on.

Lots of bad guys out there—the good guys need help.

Discuss computer and network security issues here. Just don't let
anyone else know the answers!

MAC OS X TECHNOLOGY IN ACTION

All about the Zen of 0S X.

0S X'is both the present and the future for Mac apps. Make
suggestions, offer up ideas, or boast about your new hardware.

Cool things. Fun things.

It's after hours. It's time to play. Whether you're into LEGO®
MINDSTORMS™ or turning an old PC into a DVR, this is where
technology turns into fun.

OPEN SOURCE (winoows ________|

Source code is good; understanding (open) source is better.

Discuss open source technologies and related topics such as
PHP, MySQL, Linux, Perl, Apache, Python, and more.

HOW TO PARTICIPATE:

No defenestration here.

Ask questions about all aspects of Windows programming, get
help on Microsoft technologies covered in Apress books, or
provide feedback on any Apress Windows book.

Go to the Apress Forums site at http://forums.apress.com/.

Click the New User link.
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